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A Netflow a problemak

* 1 G+ link (konnyen kitolthetd nagyon draga
vonalak, teljes monitorozas kérdese, NIDS)

* Erosodo felhordd halozatok (klasszikus kliens
szerver viszony megszlneése, felhasznaloi
szabalyzat gyors elavulasa)

o Atlathatatlan forgalom (egyre erésebb
titkositasok, gyorsan feltind és elavuldo nem
dokumentalt alkalmazasok)

* Pénzert, komolyan dolgozo alvilag, jogvedo
szervezetek



\etflow Nagyomanyos

megoldasok

* Forgalom monitorozasa (tcpdump, forgalom
szétbontasa)

* Forgalom szigoru szlrese (proxy, tuzfal stb.)
* Részletes log fajlok keszitese
e Szigoru felhasznaldi szabalyzatok keszitése

Ezeket a megoldasokat ugyan nem helyettesit
semmi sem, de rendkivul koltsegesek lehetnek.



A Netflow

A Cisco eredetileg routing technologiara
hasznalta, amit kesObb forgalom meéresre is
kezdtek hasznalni.

* Nyilt protokoll.
* A Cisco eszkozok jellemz6 funkcioja.

A Ciscokon kivul tamogatja meg Juniper,
Freebsd (man ng_netflow) a netflow exportot. A
Huawei is rendelkezik hasonlé megoldassal.



A Netflow

A Netflow ,mUkodése”




A Netflow a ,flowk”

A flowk valamilyen tulajdonsag alapjan aggregalt
csomagokrol kapott informaciok.

A flowk keletkezése:

1. A Cisco routerek routing tablat epitenek fel a
csomagok iranyitasanak megkonnyitesere.

2. A flowk exportalasa

Router(config-if)# ip route-cache fl ow
Router(config)# ip fl ow export destination 172.17.246.225 9996

Router(config)# ip fl owexport version 7
Router(config)# ip fl ow export source | oopback 0



A Netflow




A Netflow a ,flowk™

A Cache
* \Véeges meretl (64-256k)

* 15 s inaktiv, 30 m aktiv, SYN v. FIN, megtelt
cache a flow elévulését okozza

Az exportalas
* Aggregalas(tobb szempont alapjan)

e Sampling (véletlen, meghatarozott; kevesebb
eroforras, de adatvesztes)



A Netflow a ,flowk™

A flowkban tarolt 7 alap informacio:
* Forras es cel IP cimek

* Forras és céel port szamok
* |P protokoll

* Type of Service

* Beérkez0 interfész szam
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A Netflow a ,flowk”

A flowk tartalma verziotol is fugg:
* Netflow V5

- byte és csomag szam
- kezdete és vege

- Kimend interfész

- TCP flagek aggregalva

* AS szamok, alhalé maszk, next hop

* Tulajdonkeppen kevesebb is es tobb is, mint
egy header



A Netflow

A Cisco szerint:

Halozati forgalom monitorozasa

Applikaciok monitorozasa

Felhasznaldok monitorozasa

Halozat tervezése

Biztonsagi kérdesek elemzésehez

Szam
Forga

azas
om archivalas késobbi elemzésekhez



A Netflow a gyakorlatban

A valosagban:

* Halbézati forgalom monitorozasa

- Ha csak forgalom monitorozas: Cricket
- Csak kozel real-time
- Eréforras igény...
* Applikaciok monitorozasa
- Portszamok?

- Ez nem TCP session, a belsejébe bele se
nézhetunk.

- A monitorozott hal6ézat alapos ismerete szukseges.
- Még tobb eroforras...



A Netflow a

* Felhasznalok monitorozasa
- |IP cimek?
- Ha mar az applikaciokat se ertjuk?
- A halozat alapos ismerete feltétlenul szukséges.
- Még, még tobb erdforras...

e Halozat tervezése

- Ha nem tudjuk, hogy mi megy rajta...

- De sok, mashonnan nem beszerezhet6 informacio.
(azonosithato eszkozok (IP), interfészek; AS
szamok; portszamok; ToS stb.)

- Statisztikak gyors keszitése



A Netflow a gyakorlatban

* Biztonsagi kerdesek elemzeséhez

- JellemzoOen olyan eseményekhez, amik jelentosen
elternek a normalis hasznalattdl (DoS, host scan,
port scan).

- Nem lehet ezzel mindent megoldani (pl. phishing).
- Kombinalni kell mas megoldasokkal.

e Szamlazas
- Konnyen hasznalhato szamlazasra.

* Forgalom archivalas kesobbi elemzesekhez

- Egeszeben lehet eseményeket vizsgalni.

- Keveés vagy szettagolt eroforrasok vagy nagyszamu
router esetén idealis.



A Netflow

router>sh ms netflowip

Di spl aying Netflow entries in Supervisor
Prot: SrcPort : Dst Port

Ear |

szoftverek
Cisco I0S

Src i/f

tcp 1730

: 24234
Dynam c

L3 -
: 6346
L3 -
- dns
L3 -
1071
L3 -
: 6346
L3 -
1 443

Dynami c

Dynami ¢

Dynami c

Dynami c

Dstl| P Srcl P

Pkt s Byt es Age
152. 66. XXX. XXX 217.77. XXX. XXX
1 115 14
152. 66. xXX. XXX 202. 156. XXX. XXX
5 230 64
152. 66. XxXX. XXX 196. 3. XXX. XXX
1 92 16
85. 206. xXX. XXX 152. 66. XXX. XXX
2 92 20
152. 66. XXX. XXX 72.144. XXX. XXX
9 526 14
61. 46. XXX. XXX 152. 66. XXX. XXX
7 540 40

152. 66. xxXX. XXX 194. 109. XXX. XXX
- - Mor e- -

taz>sh ms netflowip flow tcp

20: 21: 21
udp : 4096

dest 445

L3 — Dynam c

- dns

: 0x0

- 0x0

- 0x0

- 0x0

- 0x0

: 0x0



A Netflow

* Nehany pelda a szoftverekre
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http://www.switch.ch/tf-tant/floma/software.html

A Netflow es a szabad
szoftverek

* A szoftverek szokasos felépitées:

Capture Backend Frontend

Capture »Preprocessj
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Post-
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Netflow Sensor
e SWITCH The Swiss Education & Reserch Network

- Sok flow, sok lassu alkalmazas, ash | p cache
flowesash nms netfl ow unalmas...

* NfDump + NfSen
- Gyors (tényleq)
- Nagyon egyszerd (tenyleg)
- Konnyu hasznalni (persze lehet hozza irogatni...)
- KonnyU navigacio, gyors abrak
- Egyszerlen letrehozhato statisztikak
- Sok, sok, sok diszk igeny



Mit fogunk csinalni?

BME EISzK
MNetwork




BME EISzK flow kollektora

Stager |
A

BGEOD Interface

| i Flow-tools
I 1~ - Flow-capture |4" - —_u

-~ HBOME

~ Flow-fanout | Router

C D
I \\\s

l f‘ ‘lFIDw—ﬁlter :t Flow-send |!‘f-

| Flow-split a

| Misen

BME ElszK flow-collector
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Az NfSen mikodése
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Az NfSen

* Az NfSen konyvtar strukturaja

BASEDIR

=

elc
{ CONFDIR )

hin
{ BINDIR )
libexec var

nfsen.conf ~ Pisen (LIBEXECDIR }  { VARDIR )

plugins
{ BACKENDEND PLUGINDIR )

|

nfsen-rin
niene | / \ plugins
NfSen Modules ™0 filters
C profiles profiles
nfsen ( PROFILESTATDIR ) ( PROFILEDATADIR )
( HTMLDIR )

( FRONTEND_PLUGINDIR )

| /\
{mcmm . _|| SN

Web Pages |

57

Dacu Netflow data storage
plugins




Az NfSen

A routerben




Az NfSen telepites

BME HSZK, P4 1.6Ghz, 256Mbyte RAM, 20
Gbyte diszk, Knoppix 4.0.2

Elokeszulet:
» TUZFAL + .htaccess fajl It
* Knoppix

- Diszk, apache (php) inditas, sysklogd inditas,
rrdtool telepites perlhez, DMA beallitas

#( hdparm -d1 /dev/ hda); (hdparm -d1l /dev/ hdc)
nkdi r /nfsen

nmount /dev/ hda4 / nfsen
apachect!| start

[etc/init.d/ sysklogd start



Az NfSen

* Az NfSen letoltéese
http://nfsen.sourceforge.net
http://dump.sourceforge.net


http://nfsen.sourceforge.net/
http://dump.sourceforge.net/

Az NiSen telepites

* NfDump

Su — knoppi x

cd / nfsen/nf

tar zxvf /nfsen/downl oad/ nfdunp-1.4.1.tar. gz
cd nfdunp-1.4.1

./configure --help

./ configure

make

PATH=$PATH. / nf sen/ nf / nf dunp-1.4.1 ; export PATH

e NfSen

Cd / nfsen/ nf

tar zxvf /nfsen/downl oad/ nfsen-1.2.1.tar.gz
cd nfsen-1.2.1

cp etc/nfsen-dist.conf etc/nfsen. cof



Az NfSen

$BASEDIR = "/ nfsen/nf/i";

$HTMLDI R = "/ home/ knoppi x/ public_htm /nfsen";
$PREFI X = '/nfsen/nf/nfdunp-1.4.1";
$USER = "knoppi x";

(ps auxw | grep apach)
SWWUSER = "www dat a";
SWWAGROUP = "www dat a";



Az NfSen

%sources = (

‘upstreaml' =>{ ' port"’ => '10991', 'col' => '#00ffee' },
‘downstreanl' =>{ 'port' => '10990', 'col' => '"#ff0000" 1},
);

@l ugi ns = (
# profile # nodul e
[ "*', ‘denmopl ugin' |,

)



Az NfSen

$MAI L_FROM = ' knoppi X' ;
$RCPT_TO = ' knoppi X' ;
$SMIP_SERVER = ' | ocal host";

* Nfsen konyvtar szerkezte

* Html fajlok masolasa

* Live profil

* RRD adatbazis inicializalasa
* configure.php

KESZ!!!



Az NfSen

Kovetkezik egy régebbi nap adatainak
bemasolasa...




Profil hozzaadasa: sm

-

File Edit View

Go Bookmarks Tools Windew Help

A S

(nfsen/nfsen.php

"TT ~ % http:/t

Prafile: Name of new profile.
The naming follows the directory naming definition.

Description:
I Format: yyyy-mm-dd-HH- MM

Start: Start time of new profile.
Any time is accepted from 2005-12-08-01-35 ( Start of the live profile J up
to 2005-12-11-21-00. If left empty, the profile stars fram now:
2005-12-11-21-00 (continuous profile].
I Format: yyyy-mm-dd- HH- MM

¥ End:
End time of new profile.
Must be later than start of the profile. Leave empty for a continuous profile.
H upstreaml

Sources: dow nstreaml

Filter:
IO

Max. Size: Maximum size, this profile may grow. Any number is taken as MB, unless
another scale is specified such as K, M, G, T or KB, ME, GE, TE. Ifsetto O,
no size limit applies.
Ex. 300, 300M, 2G etc.
In!\rer
Expire time. This specifies the maximum lifetime for this profile. Data files

Expire: older than this, will be deleted. Any number is taken as hours unless
another scale is specified such asd, day, days andior b, hour, hours. If set
to O or never, no time limit applies.
Ex. 72, 7Zh, 4d 1Zh, 14days etc.

[ concel | creone Frofie |

selected Profile:

Dane

¥, Xpdf:ft... I T-[8h.. | T-[sh.. [ T-[roo.. [ T-[thu.. __ XMMS -... | [ T-[roo... __ zpsyilo. ..

§ NFSEN -... | < The GIMP |

LRI Selected Profi

| [zpsyilon... |



Az NfSen

Utolsd simitasok.




A Stager

Stager

http://software.uninett.no/stager/
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http://software.uninett.no/stager/

roviden

* Jol megtervezett kezelbfelulet (tenyleg)

* Flow-tools fuggo

* PostgreSQL backend

* Perl + PHP

o Statisztikak, listak, grafikonok, diagrammok
kesziteséhez kivalo

* Elosztott er6forrasok, nagymeretl halézatok
baratja, jol skalazhato

* Elosztott flow feldolgozas



A Stager

e el

nasznaldok (nem sok ertelme van:

. File Edit VWiew Go Bookmarks Tools Window Help

P e ~ ¢ =7 "
(' ; > 'T 6% m http: /- {stager/stager/setup.php?ss_tablelimit=20&ss_reportstyle=graphsetup&ss_obspoints_type=singleld =] o, II_Illl—'ll':'L,'
£ unNETT AS > B2 Stager Homepage > % Report setup ‘ [Login] ﬁ”ﬁ

- Username Password Lagin |

Q Iadmln I Cancel |

o

[

a Parameter error

You have provided a wrong username and password.

M Overview Report | | Specific Observation Point | | Multiple Observation Points | | Report Bookmarks |

o Report type |IP Protocol =l

E Time period I Most recent day with data available |

O I

%5} Custom date

: Format exarmple: 20030517,
(optional) 17th May 2003
Limit rows | 20 |
Y & aAutomatic
Select overview columns ¢ mManual |
v Example: 21-23,80,110
Create report |

Reset all selections stored in your session object: Reset all

Stager 1.2.4, 2004

|
I. [Xp..ID [T-..ID T-..ID T-..ID TIE XM..ID TIE zps...[ u... Iaf [Th..I sta..I@ [Di... Ifs [Di... ID T-...




A Stager

e | istak felallitasa

. File Edit View Go Bookmarks Tools Window Help
6 ] > G v m http:/f  Istager/stager/setup.php?ss_tablelimit=20&ss_reportstyle=graphsetup&ss_obspoints_type=singlel| |Gl 4 J W‘I
‘ﬂ UNINETT AS > &2 Stager Homepage > % Report setup [%Hﬂ ‘
dhj Overview Report Specific Observation Point | | Multiple Observation Points | | Report Bookmarks |
o
.ﬂ Report settings Report options
n Report type I IP Src Addr (top volume) | Options I Simple |
Time period I Most recent day with data available | Limit rows | 20 =]
g \ Custom date I Index menu ITooIbox =
- H F at le: 20020517, . . . .
_ (optional) lgéhmm:x;omo:e [ show inactive observation points
o Show all groups | Show all devices =
= Observation point aroups | x|
< bme.hu |
8 Direction & |1  out
Create report I
F
[ Reset all selections stored in your session object: Reset all
Stager 1.2.4, 2004 © |
http:l'_stiq!rfstiq!rfs!tup.php?ss_tihl!lirnit:!Iiss_r!pnrtst}dz:qriphs!t...ss_tirn!_typ!=sinq|!iss_d!huq=ﬂis§_simp|icity:1iss_r!pnmypz:prntncnliss_qriphs!tup:i# | |=:|I=|GE@| v
MY wm .. = - == = T=_ T = = =T T T= T T T T =— ‘ﬁ




roviade

. File Edit View Go Bookmarks Tools Window Help

: 'stager/stagerfindex.php?ss_tablelimit=20&ss_reportstyle=graphsetup&ss_obspoints_type=singlefl| |&

rning: array_merge() [function.array-merge]: Argument #1 is not an array in
r/home/thuthu/public_html/stager/stager/classes/Transformer.class.php on line 337

arning: array_merge() [function.array-merge]: Argument #1 is not an array in
rfhome/thuthu/public_html/stager/stager/classes/Transformer.class.php on line 337

rning: array_merge() [function.array-merge]: Argument #1 is not an array in
r/home/thuthu/public_html/stager/stager/classes/Transformer.class.php on line 337

rning: array_merge(} [function.array-merge]: Argument #1 is not an array in
ig§r/home/thuthu/public html/stager/stager/classes/Transformer.class.php on line 337

Aarning: array_merge() [function.array-merge]: Argument #1 is not an array in
ISr/home/thuthu/public_html/stager/stager/classes/Transformer.class.php on line 337

rning: array_merge() [function.array-merge]: Argument #1 is not an array in
rfhome/thuthu/public_html/stager/stager/classes/Transformer.class.php on line 337

arning: array _keys() [function.array-keys]: The first argument should be an array in
/usr/fhome/thuthu/public_htmlfstager/stager/classes/Transformer.class.php on line 337

Warning: array_merge(} [function.array-merge]: Argument #1 is not an array in
fusrfhome/thuthu/public_html/stager/stager/classes/Transformer.class.php on line 337

Warning: array_merge() [function.array-merge]: Argument #2 is not an array in
/usr/home/thuthu/public_htmlf/stager/stager/classes/Transformer.class.php on line 337

Warning: array_leys() [function.array-lkeys]: The first argument should be an array in
fusrfhome/thuthu/public_html/stager/stager/classes/Transformer.class.php on line 349

Warning: Invalid argument supplied for foreach() in fJusrfhome/thuthu/public_html/stager/stager/classes/Transformer.class.php on
line 349

Get Report | admin [ Logout ][ Admin ]
XK setup > [E1| 1P Sre Addr (top velume) x| |simple = == e Ao AL ﬂ% ﬁ
............................... [ Help ]
Tlme Saturday 10. December 2005 Time resolution: Day Observation point [ Overview ]
rl Saturday » m !] week a Hour a I Show all groups = I Show all devices ¥
[Zoom in -| | P L I &0




. File Edit View Go Bookmarks Tools Window Help
IIP Src Addr (top volume) | ISimpIe Rl MI
ﬂh, o Time: Saturday 10. December 2005 Time resolution: Day P Observation point [ Overview ]
o (( Saturday »m!] Week Q Hour a IShow all groups =| IShow all devices v
8 [Zoomin.. =] [bme_hu =] #in ¢ out
(/)] IP Src Addr (top volume) Saturday 10. December 2005 G s
==.bme.hu in
‘. | TGe2/2 |
= ILine plot ;l Plot graph I
_ Octets Packets Flows Packetsize
= I~ T I I~
= Select Source IP address Percent Packets/s | Percent Elows/s | Percent Octets
(&] I 152.66. 40.8M 17.83% 3.90-10% 9.56% 0.353 0.05% 1308
@ | I~ 152 .66, IIIIITIr 9.56M 4.17% 1.11.10% 2.71% 9.891 1.27% 1081
I~ 152 .66, T 9.53M 4.16% 843 2.07% 0.59 0.08% 1413
‘ I~ 152 .66, =1 7.35M 3.21% 735 1.80% 0.834 0.11% 1250
i I~ 152 .66, S 6.29M 2.75% 691 1.69% 145 1.85% 1138
I~ 152.66.00¢ 6.21M 2.71% 1.07-10% 2.61% 1.82:10% 0.00% 728
H I~ 152.66 . THNEm 5.71M 2.50% 1.45.10% 3.55% 0.462 0.068% 494
I~ 152.66. IS 4.98M 2,18% 548 1.34% 3.46 0.44% 1138
I~ 193,225, gl 4.05M 1.77% 347 0.85% 0.1 0.08% 1462
I~ 152.66. 22 3.95M 1.72% 459 1.13% 6.38 0.82% 1074
I~ 152.66. 2R 3.B5M 1.68% 445 1.09% 6.87 0.88% 1081
I~ 152,66 2 3.B5M 1.68% 353 0.87% 0.865 0.11% 1361
I~ 152.66, s 3.46M 151% 419 1.03% 3.39 0.44% 1033
I~ 152 .66, s 3.23M 1.41% 328 0.80% 0.0189 0.00% 1230
I~ 152.66 . RSy 3.20M 1.40% 355 0.87% 0.035 0.00% 1125
I~ 193.225. 2 3.02M 1.32% 300 0.74% 16 0.21% 1258
I~ 152.65. 22N 2.85M 1.24% 333 0.82% 0.572 0.07% 10869
I~ 152.66. 20O 2.81M 1.23% 283 0.69% 0.666 0.09% 1240
I~ 152.66. EEE= 2.72M 1.19% 237 0.58% 0.128 0.02% 1439
™ 193,225 s 2.65M 1.16% 7.21:10% 17.67% 0.0185 0.00% 46
Caching is disabled. Stager 1.2.4, 2004 @ UNINETT Processing the report took 220ms
|IP Src Addr (top volume), Unnameq Create bookmark |

m [. [Xp...TD [T—...TD T-...TD T—...TD TTH XH...TD T-...Tfa [zp...

TEE ... | mh.. |

|
7 Stﬂ...T “ [Di... TE [Di... II:] T

= = e
() Sun 11 Dec, 21:39:48




A Stager

* A forgalom mennyiségének érzekeltetese

. File Edit VWiew Go Bookmarks Tools Window Help

4

Oi5z.66.m0 0
O193. 225,00
152 . 66
[152.66. L0
W152.66.00
152 66 . T
W15z, 660
Oi5z.e6. 00
Wisz.e60
Oisz.66. 000
Wother

Get Report | admin [ Logout ][ Admin
X setup > 8 [7 Src Addr ftop volume) v [simple =] et Repo [ Logout ][ Admin ]
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* Egy hdnap, néhany IP cim forgalma
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A Stager

* Interfészek, routerek csoportositasa
* A csoportok grafikonon abrazolasa

e Ki ne szeretné?

* Esemeények analizalasara nem jo

* Ha nincs sok szabadidonk ne telepitsuk es ne
frissitsuk



A flow-tools roviden

Flow-tools - Mark Fullmer
http://www.splintered.net/sw/flow-tools/

all_BME bits/sec Fri Dec 9 20:30:00 CET 2005 -- Sun Dec 11 20:30:00 CET 2005

oLady

400 M

300 M

FER NE o] (=« TN s

200 M

100 M
@
i 0
T,
i
=
=]
100 M
-200 M
-Joo M
-400 M
T
00:00 06:00 12:00 18:00 00:00 06:00 12:00 18:00
W all_BME dst max 274 .38M bits/sec W all_BME src max -401 50M bits/sec
O all_BME dst ave 124 13M bits/sec @ all_BME src ave -233 41M hitsisec
TOP 5 DESTIANTION:
W pr_WASARHELY] st 27 .74M bitsisec W pr_SCH dst 25.47M bitsisec O pr_KARMAN clst 13.85M bits/sec
W pr_MARTOS dst  6.86M bitsisec B pr_BERCSENYl dst  5.78M bits/sec
TOP 5 SOURCE
W pr_VASARHELY] src -80.24M bits/sec W pr_SCH src -21 .96M bits/sec O pr_KARMARN sre -17.84M bitsisec

Wl pr_MARTOS sre -9 41M bits/sec B pr_TTDH sre -9.06M bitsisec



http://www.splintered.net/sw/flow-tools/

A flow-tools roviden

* Népszeru
* JOl hasznalhato eszkozOk 0sszessége
* Zlib (kevesebb diszk igény)

* Konnyen kialakithato a flowk kezelés barmilyen
kornyezetben

* Script hegyek készitese, sok munka



A flow-tools roviden

* Fontosabb elemei (man flow-tools)

- Flow-capture , flowk gyujtésére demon

- Flow-cat , flow fajlok olvasasa (nem megjelenitese)

- Flow-fanout , flow replikalasa

- Flow-report , jelentések készitése (50 féle),
(nehezen kezelhetd, de megeri kezelni)

ow-filter , flow-nfilter , flow folyam szlrése
ow-export , flow-import, ASCII, SQL, cflowd stb.
ow-merge , flow-split, flow-xlate flow fajlok

Kezelésére

Flow-print , kiiras

— Flow-stat , gyors statisztikak



A flow-tools

e Eszkozok rrd formatumba konvertalasahoz
- Flow-rpt2rrd, flow-log2rrd

e Eszkozok html formatumba konvertalashoz
— flow-rptfmt



A flow-tools

* Nehany pelda: 25-0s port forgalma
fl owcat /netflow 2005-11-30/ft-v07.2005-11-30.20* |

-p 25 -0 -P 25 | flowstat -f 9 -S 1 | less

HTHFHEAFHHFHFHHHTH

i

152.
152.
152.
152.

152
62.

Ar gs:

66.
66.
66.
66.
. 66.
225.

~ N\ 7 adA ™ N

Fi el ds:
Synbol s:
Sorting:
Nane:

| Paddr
packets

XXX.
XXX.
XXX.
XXX.
XXX.
XXX.

---- Report Information --- --- ---

Tot al

D sabl ed
Descending Field 1
Source | P

flowstat -f 9 -S 1

fl ows octets
X X X 10755 1074545
X X X 4884 12929399
X XX 3256 1597914
X X X 2990 9799319
X XX 2920 1541471
X X X 2805 129030

‘‘‘‘‘‘ NA O A NI r

roviden

flow-filter

17810
51503
22931
26824
14044
2805

ral: N aYal



A flow-tools roviden

* BME heti forgalma, szervezeti egysegek
rangsorolasaval

File Edit VWiew Go Bookmarks Tools Window Help

% http: /==ttty gt 2/all_index_octets_prefixes_weakly. html

all_BME bits/sec Fri Dec 9 04:30:00 CET 2005 -- Sun Dec 11 04:30:00 CET 2005

BME net-flows

300 M
200 M

100 M

bits/sec

-100 M

-200 M

-300 M

-400 M

EERNE [e]i={«TR (s 1a )]

Tue

M all_BME dst max

@ all_BME dst ave
TOP 5 DESTIANTION:
W pr_SCH dst

B pr_MARTOS dst
TOP 5 SOURCE:
W pr_VASARHELYI src
W pr_KARMAN src

35.87M hits/sec
8.51M bits/sec

-12.13M bits/sec

Thu Sat

495 05M bits/sec
179.90M bits/sec

-60.79M bitsisec

B pr_VASARHELY! dst
B pr_BMENET cst

W pr_
W pr_BERCSENY| src

7.52M bitsisec

SCH src

32.21M hits/sec

-27 98M bits/sec
-10.74M bits/sec

M all_BME src max
@ all_BEME src ave

O pr_KARMAN dst

O pr_BAROSS src

Thu Sat

-520.14M hits/sec
-241 10M hits/sec

20.76M hits/sec

-14.13M bits/sec

[ [sortbydst | [ sortbysrc |

[N [NAME AVERAGE [N [NaME AVERAGE

[t lscH 35.870 Mbyte/s[[Ps[Whois| |[1 |[VASARHELYI|[60.700 Mbyte/s [IPs[whois

[2 |VASARHELYI|[32.206 Mbyte/s|IPs[Whois||[2 [sCH 27.978 Mbyte/s|[[Ps[Whois

[3 |KARMAN  [20.761 Mbyte/s|[Ps|Whois||[3 [BAROSS 14.133 Mbyte/s|IPs[Whois

l4 |MARTOS  |[8.812 Mbyte/s |IPs[Whois||[4 |KARMAN  [12.126 Mbyte/s|[[Ps[Whois

Done [
r_m B e Br-. 07 [O7-. 807 B |O7-.. | zps.. |« [Th.. | @ BM.. | % [Di.. | B Dia..| 1 T-... | [ Net..|




A flow-tools roviden

* 10 perces Flow-k szetszedese 5 percesre,
tovabbitasa (flow-filter, flow-split, flow-send)

FLOW CAT=/usr/ | ocal / bi n/f| ow cat

FLOW SPLI T=/usr /| ocal / bi n/fl ow spl it
FLOW SEND=/ usr/ 1 ocal / bi n/fl ow send
FLOW FI LTER=/usr/local /bin/flowfilter

p=date -v-10M +%M

pp=echo $p "* 10 / 100 *10 " | bc’

fte="date -v-10M +/ netfl ow %vr- %m %d/ ft-vO07. %r- %n %a. %1
ftfiles= echo $fte$pp\*"

# echo $ftfiles

SFLOW CAT $ftfiles | $FLOWSPLIT -z 0 -T300 -0 /tnp/ft2hszkl

#upst reaml

cat /tnp/ft2hszkl.1 | $FLONFILTER -f /hone/thuthu/tnp/one.filter -S one
| $FLOWSEND -x 1 -V 7 127.0.0.1/127.0.0.1/10009 &

#downst r eani

cat /tnp/ft2hszkl.1 | $FLONFILTER -f /hone/thuthu/tnp/one.filter -D one
| $FLOWSEND -x 1 -V 7 127.0.0.1/127.0.0.1/10008



A flow-tools roviden

* Flow-tools 10 perces fajlokbol NfSen 5 perces
fajlok (nfcapd nelkul)

D=$1 # flowtools file/date format (2005-10-29)
0=%$2 # hour (05)

td=$3 # nfsen f4jl format (20051029)
SOURCE_DI R=/ net f | ow

TARGET DI R=/ hone/ t hut hu/ nfsen/i/profiles/live
PROFI LE | R=/ hone/ t hut hu/ nfsen/i/profiles
NFDUMPH=/ hone/ t hut hu/ nf dunp/ nf dunp-1. 4
FT2NFDUVMP=$NFDUVMPH/ f t 2nf dunp
NFDUMP=$NFDUMPH/ nf dunp

NFPROFI LE=SNFDUMPH/ nf profi |l e

NFSEN RUN=/ hone/ t hut hu/ nf sen/i / bi n/ nf sen-run

for ((i=0;i<6;++i))

do

[usr/local/bin/flowcat $SOURCE DI R/ $d/ ft-v07. $d\.$0%i* | flowsplit
-z 0 -T300 -0 /tnp/ft2nftnp

SFT2NFDUVP -r /tnp/ft2nftnp. 0 | $NFDUMP -w
$TARGET DI R/ upstreamtl/ nf capd. $t d$0$i\0 'src net 152. 66. 0. 0/ 16'



A flow-tools roviden

SFT2NFDUMP -r /tnp/ft2nftnp. 0 | $NFDUMP -w
$TARCGET_DI R/ downst r eantl/ nf capd. $t d$0$i \ 0 ' dst net 152. 66. 0. 0/ 16'
SNFPROFI LE -g -p $PRCFILE DIR -s upstreaml -r
$TARGET DI R/ upstreamtl/ nf capd. $t d$o$i \ 0
SNFPROFI LE -g -p $PRCFILE DIR -s downstreaml -r
$TARGET DI R downst r eaml/ nf capd. $t d$o$i \ 0
$NFSEN RUN once
SFT2NFDUMP -r /tnp/ft2nftnp.1 | $NFDUMP -w
$TARGET DI R/ upstreaml/ nf capd. $t d$0$i\5 'src net 152.66.0.0/ 16
$FT2NFDUMP -r /tnp/ft2nftnp.1 | $NFDUMP - w
$TARGET DI R/ downst r eaml/ nf capd. $t d$o$i \ 5 ' dst net 152.66. 0. 0/ 16
$NFPRCFI LE -gq -p $PROFILE DIR -s upstreanl -r
$TARGET DI R/ upst reaml/ nf capd. $t d$o$i \ 5
$NFPRCFI LE -g -p $PROFILE DIR -s downstreaml -r
$TARGET DI R/ downst r eaml/ nf capd. $t d$o$i \ 5
$NFSEN _RUN once
rm/tnp/ft2nftnp. *
done



BME meresek s
szuresek

* A nagy sebessegu halozatok problemai adottak

* Sok szervezeti egység (sokszor rendszergazda
nelkul)
e 2 éve csak sh ip cache flow, Néha tcpdunp

* Aleveélszemet és helytelen hasznalat panaszok
mellé beszalltak jogvedok is

* Megjelentek a gyorsan terjedo virusok (amit
csak az abuse vagy az eszkozok
hasznalhatatlansaga jelzett)

* Nem volt igazan er0s gep tcpdump-hoz
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bits/sec

-5 G

Feb Mar Apr May Jun Jul Aug Sep ot Hau Dec TJan Feb Mar Apr

W EME dst max 2925, 91M bits/ssec M EME sPC max -3, 213G bits/fsec
O EME dst aue 148, 43 bits/ sec [ EME src aue 205, 914 bits/Ssec
TP 5 DESTIANTION:

M :SCH dst 20, 29M bits sec B YAasARHELYI dst 27.88M bits/ sec O KARMAN dst 16, 92M bits/ sec B EaRoss dst
12.18M bits/ sec B WICSHER dst 5.32M hits/fsec

TP 5 SOURCE:

W YASARHELYI src -50,27M bits/sec M EaRDss s —24, 3EM bits/sec [ =CH src -20.24M bits sec B INFE sicC
—19,28M bits sec B MARTDS src -9, 63M bits sec
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B EME d5t max S, 30k flows/sec B EME 5rc max -3, 63k Tlows/ sec
O EME dst ave £a2. 74 flows/sec O EME src aue -424, 07 flows/Asec
DESTIMATION @
B sntp dst ave 12,57 Tlows/sec W http dst ave 91,26 Tlows/sec O ssh dst ave 2.3 flows/sec
B virus dst aue 125,23 flowsssec [l ftp dst aue 2,76 flowsdsec [0 lehetp2p dst ave 27,72 flows/sec
Odirc dst ave E.92 flowsdsec M dns dst ave  S4.54 flowsdsec B cs dst ave 17,79 flows/ssec
SOURCE &
W smtp src aue -13.33 flows/sec Bl http src ave -27. 74 flows/sec O ssh src aue -1.88 flows/sec
B virus src ave -91.393 flows/sec W ftp src ave -2.38 flows/sec O Tehetpzp src ave
-23. 42 flows/sec Oirc src ave -£.21 flows/sec E dns src aue -E2.82 flows/fsec W cs src oave

=16, 84 flows/sec




Mérések és szuréesek ma a BME-én

* Fujitsu-Siemens RX300, dual Xeon, 3.2 Ghz, 2
Gbyte memoaria, 320Gbyte diszk, 2 x 1Gbit
interfész, FreeBSD

- Régen egy IBM x345 dual Xeon, majd leepités egy
x330 dual Pl -ra (1Ghz)

- 320 Gbyte (— 100 Gbyte menteés)
170 Gbyte ~ 2 honap

- Tartaléek interfész tcpdump-ra



* Cricket (Osszes interfész forgalma)
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* Flow-tools (altalaban)

all_BME bits/sec Fri Dec 9 20:30:00 CET 2005 -- Sun Dec 11 20:30:00 CET 2005

400 M
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L

200 M

100 M

bits/sec

-100 M

-200 M

il

-400 M

00:00 06:00 12:00 18:00
W all_BME dst max 274 38M bitsl/sec
O all_BME dst ave 124 13M bitsfzec
TOP S DESTIAMTION:
W pr_VASARHELY dst 27 .74M bits/sec W pr_SCH dst

W pr_MARTOS dst
TOP 5 SOURCE:

W pr_VASARHELY] src
W pr_MARTOS src

6860 bitsisec W pr_BERCSEMY dst

-80.24M hitsjzec
-9.41M bitslsec

W pr_SCH src
W pr_TTDH sre

25 47M bitsisec
5.78M bits/sec

-21 9EM bitsizec
-9.06M hits/sec

W all_BME src max
O all_BME src ave

12:00

O pr_KARMAN dst

O pr_KAREMAN src

18:00

-401 .50M bits/sec
-233 41M bitsisec

13.85M bitsisec

-17.84M bitsisec

ayy
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BME

e Stager (a forgalom demonstralasara
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BME

* Napi forgalmi listak keszitese flow-toolsal

. File Edit View Go Bookmarks Tools Window Help

. ) ) ) [S mwr=—2005-12-10/smtp. from bme 2 f il E
N P Name Flows |Octets Packets Whois
1 [152.66.3%= |w===smpmaw™ bme.hu 508299 60050749 (983908 [Whois
2 |[152.66 | fme— . bme.hu 53786 (20681339 (110104 [Whois
3 [152.66. 0 |msssesi.bme.hu 30951 [152564072(247152 [Whois
4 |[152.66.280 0 lewi bme.hu 25246 [114649633|256435 [Whois
5 |[152.66. 7w miEsmmk bme .hu 21715 (11564131 [133237 [Whois
|6 |[152.66. 2T N bme.hu 12398 ||12648363 |137034 [Whois|
|7 |152.66.3 = |[m====_.bme.hu 9941 9105545 (37128 |[Whois
8 [152.66..7 . [m_ bmehu 9736 /60104714 78540 |[Whois
9 [152.66%% |=msmisiibme.hu 8146 [23680821 (72127 [Whois
10 [152.66 @t |[msme.bme.hu 7568 (13383839 (20034 [Whois
11 [152.66.757= " [0 bme.hu 7306 (77626933 [112530 [Whois
12 |[152.6e = —wiz=e-bme.hu  [7196 (52274404 (98560 [Whois
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| [15 [152.66. 4 mm====bme.hu 5680 (8864753 (30920 [Whois
16 [152.66.22000 [mmesiizbme.hu 4507 [15707441 (26292 [Whois
117 [152.66.10 7 ||#iebme.hu 4253 ||42g700  |5866  [Whois
18 [152.66. 001 |[mebme.hu 4088 [15190269 (26029 [Whois
19 15266480  |mmmizsstibme.hu 2634 (0170866 ([17849 [Whois
20 [152.66.70 7|[c==mmm===nbme.hu 2526 (10795082 (33089 [Whois
21 |[152.66. 2005 i bme.hu 2482 (5009717 [27766 [Whois
22 ([152.661 U155 |[mmm====m.bme.hu 2443 6243032 (13632
23 [[152.66. @ |ime===mrymmbme.hu 2236 (8946371 (34307 [Whois
24 [152.66.24% ||lmim====bme.hu 2148 (14891996 [19060 [Whois
25 |[152.66. 05 [mméic .bme.hu 2032 (1428820 (5903 [Whois
26 [152.66.4° = |[Bmmsit.bme.hu 1898 |[7292647 13199 |Whois
|27 |[152.66. = ||diEssssmm—iiitbme.hu 1444 572174 10125 [Whois
128 |[152.66. 1L s bme.hu 1418 7077406 15082 [Whois
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T=[shell]
IP: 152,66, 1M

—- Total tratfic
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* Navigacio tabulatorok segitsegevel




Az NfSen

e Ssh forgalom

File

Edit Wiew Go Bookmarks Tools Window Help

% http:/f@mmms=——wsinfsen/nfsen.php?coord=7231,184

Plugins
Profile: ssh

TCP

Profileinfo:

.| Type: continuous

‘| Max: 5.0 GB

Exp: never

‘| Start: Nov 24 2005 - 00:00
End: Dec 12 2005 - 00:05

Tue Dec 6 23:55:00 2005 Flows/s any protocol

Flows/s any protocol

Thu

Mon Tu Wed
E downst ream_

B upstreaml

totart o5 12060555
teng [O512062555

Reset Timeslat I
Packets

£ 000

xk

¥INILZ0 1801

wk

Select IIeﬁ: x| Mark

Statistics timeslot Dec 06 2005 - 23:55

Display: [Twest = << | < | 1| =] > =] ]

* Lin Scale ¢ Stacked Graph
¢ Log Scale ¢ Line Graph

tcp: icmp: other: all: tcp: udp: icmp: other:
[« upstream1 5.5/ 67.8/s 67.8/s 0.0/s O/s 0 /s 199.8 Kb/s 199.8 Kb/s 5.1 b/s 0 bfs 0 bfs
[+ downstreaml 5.8 /s 75.2 /s 74.8/s 0.4/s O/s O/fs 78.1 Kb/s 77.8Kb/s 279.4b/s 0bfs 0 b/s

an L Duicslazn © Chiizes & Dinta

N - =i T REE

Mana |

|
mT1  m 71 BT . I Fm. | 22 o« T B, % D m. M T N FE N



Az NfSen

* Vizsgalando idoszak kivalasztasa

. File Edit View Go Bookmarks Tools Window Help
" - f ; =
L ] = N e Ty httpe e infsen/nfsen. php?coord=7400,186 =2 |'1'! o, I|J|'LI"|'||
EELTSIET A Selected Profile: | ssh
Plugins
Profile: ssh
TCP UDP ICMP other Profileinfo:
i q qr s .| Type: continuous
= : - at Hi o Max: 5.0 GB
g " " .| Exp: mever
| — i : | FOPI - o o | I | start: Nov 24 2005 - 00:00
- - — — - - - —_— - - - - End: Dec 12 2005 - 00:10
wed Dec 7 00:15:00 2005 Flows/s any protocol c Estart [2005-12.07-00-15
250 | 1 1 = tend |2005-12-07-01-45
e 5 e Timesls|
= 17 g
g 00 o _ | Packets
| £ - | :
& 150 i Al = :
- 7 " ;
a4 15 E
" J.LLMI.MJ.N.LLLI_L_A...L 0
e L pr o o
w
2 Traffic
T
12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00 16:00 ':‘ | '
B upstreaml @ downstreaml 2 AR T L Lt
; # Lin Scale  Stacked Graph
Select ||eft ~| Mark Display: Ilday v == = : = . = .
= play 4§ B3 B B J " Log Scale ¢ Line Graph
Statistics timeslot Dec 07 2005 - 00:15 - Dec 07 2005 - 01:45
tcp: udp: icmp: other: all: tcp: udp: icmp: other:
[ upstream1 21.5 /s 1023.9;5 1023.9/s 0.0/8 O/s O/s 7.1 Mb/s 7.1 Mb/s 28.7 bfs 0 b/s 0 bfs
[+ downstreaml 33.4/s 784.6/s 7842 /s 0.4/s O0/s 0/s 682.4Kb/s 682.1 Kb/s 267.5 b/s 0 bfs 0 b/s
Al | Mena | MNiomloze ¢ Cayrn 3 Doka

MIDT iDT— IDT iDT Im[x ID[T— i,q[zp i < Th.. I.[E! Ijg.[m IDT i.[me II\IF
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e Ki volt a bllnos?

File Edit Wiew Go Bookmarks Tools Window Help

%y http:/(fmmmms=wnninfsen/nfsen. php ]
tcp: udp: icmp: other: all: tcp: udp: icmp: other:

[« upstreaml 21.5 (s 1023.9[!! 1023.9/s 0.0/s Ofs O/s 7.1 Mb/s 7.1 Mb/s 28.7 bfs 0b/s 0 b/s
[ downstream1 33.4/s 784.6/s 784.2/s 0.4/s O0/s O0/s 682.4 Kb/s 682.1 Kbf/s 267.5 b/s 0 b/s 0 b/s

Al | none | Display: ¢ Sum * Rate

Netflow Processing

Source: Filter: Show:
upstreaml List: First |10 x| Flows
downstreaml r aggregated
[~ time sorted.
[~ long output _process |
All Sources | and | <nene> x| Stat: Top IlU |
[~ Limit IPackets | I:- | IO I— =

r [~ Flows order hy|f|ows =l

[~ long output

- = ISRC IPAddr »| order bYIrows | process |
Clear Form |

/home/thuthu/nfdump/nfdump-1.4//nfdump -M /home/thuthu/nfsen/i/profiles/ssh/upstreanl:downstreaml -R nfcapd.200512070015:nfcapd. 200512070145 -n 10 -s srcip/flo

Top 10 Src IP Addr ordered by flows:

2005-12-06 23:43:27.886 7383,639 152.66, 200 4081 69668 12.8 M 9 14148 192
2005-12-06 23:45:10.220 7485.079 152,65, 0000 3344 159376 110.0 M 21 123326 724
2005-12-06 23:49:35.245 7216.087 152,66, 000773 1873 29533 1.7 M 4 2000 61
2005-12-07 01:39:27.397 608,704 67.15. Il 1543 1543 923580 2 1216 60
20053-12-07 00:15:02.670 5678.680 152.66, 10T 1510 12655 1.7 M 2 2566 143
2005-12-07 00:14:45.579 5654.934 152,65, Z0m 1139 11868 1L.8M 2 2708 161
2005-12-06 23:45:10,219 7460,250 152,66, S 1113 868647 1.14G 116 1.2 M 1309
2005-12-06 23:59:58.663 6356.831  152.66.100 & 1095 12262 1.7 M 1 2231 149

Time window: Dec 06 2005 23:43:27 - Dec 07 2005 01:49:55
Flows analysed: 312905 matched: 312905, Bytes read: 18663216
Sys: 1.129s flowsssecond: 277054.7 Wall: 10.952s flows/second: 28569.3

Done

_ [. [Xp...TD T-...TD T—...TD T-...TD TTm [%... TI:I [T—...TE zps...Tw Th... T IB... Tjg [Di... TD TT [Ne...T NF...
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* Weben keresztul eléerheté nfdump

File Edit View Go Bookmarks Tools Window Help

G
- e —
B upstreaml @ downstreaml Tk - Tad

W X [

- . =

N 6% % http: i u/nfsen/nfsen. php [~ |':-’ ‘;"' - |'_'I|'|_'||

. &L &
Select [l ~[ Mark Display: [1day = << | <| 1| | =] =] =| r]]:i)ﬂgssccailee riifizkgsaggaph

Statistics timeslot Dec 12 2005 - 10:25 - Dec 12 2005 - 11:30

tcp: udp: icmp: other: all: tcp: udp: icmp: other:
[* upstream1 1.3 K/s 45.0 K/s 42.2 K/s 2.0 K/s 44.8 /s 802.6 /s 282.3 Mb/s 275.9 Mb/s 2.1 Mb/s 31.8 Kb/s 4.3 Mb/s
[~ downstream1l 1.6 K/s 43.3 K/s 39.4 K/s 3.1 K/s 51.1 /s B49.6 /s 221.3 Mb/s 212.4 Mb/s 5.2 Mb/s 33.7 Kb/s 3.8 Mb/s

Al| none | Display: ¢ Sum © Rate

Netflow Processing

Source: Filter: Show: F IO W re ko rd (0] k

List: First| 50 x| Flows " r -
[~ aggregated. ||StaZasa

rr rd [ 4
Szuresi feltételek © time sorted.
[~ long output _process |
All Sources | and | <none> ;I Stat: Top I:I'00 El
F Limit [Traffic =] [< > [s0 [m =]

FO rrés I~ Flows order by [bytes |
[ long output

I_ Im order bylbytT;l process |
Clear Form |
Flow rekord

fhome Sthuthu/nfdump/nfdump-1. 4//nfdump  -R shome/thuthu/nfsen/i/profiles/live/downstreaml/nf . = r 130 -n 100 -s record/bytes -L -80)
statisztikak

upstreaml
downstreaml

Byte limit: < 83886080 bytes

Aggregated flows 3499789

Top 100 flows ordered by bytes:

Date flow start Duration Proto Src IP Addr:Port Dst IP Addr:Port Packets Bytes Flows
2005-12-12 09:51:34,861 5077.992 TCP  211.43, 2200 718210 -= 152,66, 100001107 62465 79.7 M 5
2005-12-12 10:27:15.8914 1423.799 TCP 85.18 T 33921 -» 152.66.. .7 22 65407  79.4 M 4
2005-12-12 10:38: 44,162 824,768 TCP 195,228 I7= 2:80 -> 152,86, 0751735 56572 79.2 M 2
2005 12-12 10 05:53.673 2545, 458 TCP 193,202, mtﬂ 9224 = 152. 'ﬂm 4238 158767 ?9 oM 14

.44 & i on oo Ramnnr it AR

ol .26 o LSS e e Rl T LS LSS e SSS
__[wi 1 T-[ rost@alco... i 3 T-[ thuthu@pi... i & xMMs -674. 3 .. i NFSEN -Prnfile...i ] T-[Shell] i 5 zpsyilonoo7.0...




Az NfSen

e Profilok kezelése

File Edit View Go Bookmarks Tools Window Help

Profile: ssh 1)

Description:

|Type: ||Continuous

‘St!rt: HI2005-11—24-DD—00 ‘
End: HI2005-12—1 2-00-30 ‘
‘La!t Update: HIZDDS-IZ—I 2-00-30 ‘

[ upstreaml
downstreaml

Sources:

srcport 22 or dstport 22
Filter:

[size: |[1.86B |

‘llax. Size: HIS.O GB @‘
‘Expire: Hlnever @‘

| Status: | | CK |

e

r‘ [. [Xn...TD T-...TD T-...TD T-...TD TTE [X... TI:I [T-...TE zps...Tw [Th...T [B... TB [Di... TI:J TT |



Az NfSen munka kozben

 CLI, parancssoros eszkozok
— NfDump

e Nf capd, a routerbdl érkez6 flowk kezeléseére

.I'nfcapd -h

usage ./ nfcapd [options]

-h this text you see right here

-u userid Change user to userid

-g groupid Change group to groupid

- W Sync file rotation with next 5mn (default) interval

-t interval set the interval to rotate nfcapd files

-b i paddr bi nd socket to I P addr

-p portnum |listen on port portnum

-1 logdir set the output directory. (default /var/tnp)

-1 ldent set the ident string for stat file. (default 'none')
-P pidfile set the PIDfile

-r Report m ssing flows to syslog

-X process lauch process after a new file becones avail abl e

-B bufflen Set socket buffer to bufflen bytes

-D Fork to background

-E Print extended format of netfl ow data. for debuggi ng purpose only.
-V Print version and exit.

nfcapd -w -D -1 upstreanl -p 10991 -| /flow storage/ -P pid.file -x ,nfprofile -q -p
[profile/dir -s upstream %% ”



Az NfSen munka kozben

e Nf repl ay , flow fajlok tovabb forgalmazasa

e Nf profil e, flow fajlok profilokra bontasa (valamilyen
szlrési feltétel alapjan)

e nf cl ean. pl , takaritas
e Ft 2nf dunp , flow-tools fajlok készitésehez

e Nf dunp
nf dunp -h
usage ./nfdunp [options] ["filter"]
-h this text you see right here
-V Print version and exit.
-a Aggr egat e netfl ow dat a.
- A <expr> What to aggregate: ',' sep list of '"srcip dstip srcport
dst port'
- r read input fromfile
- W wite output to file
- f read netflow filter fromfile
-n Defi ne nunber of top N
-C Limt nunber of records to display

-S Generate netflow statistics i nfo.



Az NfSen munka kozben

- S Generate SRC | P statistics.
-S <expr> Cenerate statistics for <expr>:. srcip, dstip, ip.
-l <expr> Set limt on packets for |ine and packed output fornmat.
-K <key> Anonym ze | P addressses using CryptoPAn wth key <key>.
key: 32 character string or 64 digit hex string starting wth Ox.
-L <expr> Set |limt on bytes for |Iine and packed out put format.
-M <expr> Read input frommnultiple directories.
/dir/dirl:dir2:dir3 Read the sane files from'/dir/dirl
‘fdir/dir2" and '/dir/dir3'.
reqquests either -r filenane or -R firstfile:lastfile w thout
pat hnanes
-m Print netflow data date sorted. Only useful with -M
-R <expr> Read i nput from sequence of files.
[any/dir Read all files in that directory.
/dir/file Read all files beginning with 'file'.
/dir/filel:file2: Read all files from'filel" to fileZ2.



Az NfSen munka kozben

-0 <nbde> Use <nbde> to print out netfl ow records:

raw Raw record dunp.
i ne Standard output |ine format.
| ong Standard output line format wth additional fields.
ext ended Even nore information.
pi pe '|' separated, machi ne parseabl e out put fornat.
- X Dump Filtertable and exit (debug option).
-Z Check filter syntax and exit.

-t <tinme>tinme wndow for filtering packets
yyyy/ MM dd. hh: mm ss[ -yyyy/ MM dd. hh: nm ss]

* Munka kozben az nfdump

egynapi, top 10 forgalmazo
Nf dunp - R nfcapd. 200512100000: nf capd. 200512102355 -n 10 -s srci p/ bytes
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 Tcpdump stilusu szuresi feltetelek:

* | egnhagyobb tcp rekordok, tobb konyvtarbol

 JO FTP helyek keresese



munka Kozben

e Az NfSen

- Az nf sen. r c elinditja:

e Nf capd, nfprofiler 5 percenkeént
e Nf sen-run, 5 percenként (grafikonok)

- Nf sen

e Profilok kezelésére
- Profilok |étrehozasa, torlése, ujraépitése, modositasa, kilistazasa
e Ha a webes interfész valami miatt nem m{kodne

- Nf sen-run

* Rendszeresen futo (5 perc)

e Nf sen-run once — ha nem hasznalnank az
nfsen. rc -t



munka Kozben

* Pluginok

- Backend plugin
* Gyakorlatilag perl kodot kell irni
* Nfsen-run indulasanal fut le (5 percenkent)
* Az nfdump-ot hasznalhatjuk, kimenetét dolgozhatjuk fel
* Notification.pm

- Frontend plugin
* Backend plugin megjelenitésere
* Php kod

- Eszkozok a pluginokhoz

e Test Pl ugi n
e Nf sen r el oad
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e Nfsen hiba kezelés

(Hiba) uzenetek a syslogba kerulnek

T= [|00t-ﬁalcuhol -efne-tflcrw] o4

alc
C E Per pn

l]: Hothing P

HHH Dec 12 : 115

kernel: [130012 cdrom: This disc du:_n'f hawe

l]+ ”pd1fw PTH+11H ll”H
l] : I_IFIIj 11’ 1o} Flr I |‘|'
l]+ ”pd1fw pr”+

11;uhul F :' l]* ”pd1fH lru+11H I ;
alcohol nfzen[7271]: Bun expir 2 111500 2005

alcohol

alcohol : yl=
alcohol 1y 1]t Expire pr
alcohol 1 1]z ”Hfhlnq Lo
alcohol 1 e G
alcohol 18

alcohol

alcohol

alDDth »

alcohol 1 l]+ ”Hfhlnq f. :
alcohol nfse t End expire af Mon Tlec 12 11:15:00 2005




BME meresek s

szUuresek
* Gyanus |IPk gyUjtése, elemzese

- Portok alapjan (tavoli gépeken is at kéne allitani a
portszamokat, virus, sshscan)

- Forgalom valtozasa alapjan (smtp, DoS, virus)

- Bejelentes alapjan (barmi)

- Fehér listak (smtp)

- Csomagmeéretek, flow méretek (FTP szerverek)

- Grafikonok alapjan (flood, virus)

- Tobb IP kozotti viszony felterképezese(kicsi a vilag)
- Kozponti gépek/keresok alapjan

e Altalaban azonnal latszodik mit torténik.
e 1 napi intervallum sok mindent elarul.



e \irusok a BME hal6ézatabadl

virus flows/sec Thu Nov 24 01:30:00 CET 2005 -- Sat Nov 26 01:30:00 CET 2005

400

300

200
(1}
L]
n
w
£
o
- 100
0
-100
06:00 12:00 18:00 00:00 06:00 12:00 18:00 00:00
W virus dst max 345856 flowsizec W virus src max -82.26 flowsisec
DESTIMATION PORT(S):
@ 135 dst ave 1.99 flowsisec W 137 dst ave 5.03 flowsisec 0O 139 dst ave 6.15 flowsisec W 445 dst ave
7.58 flowslsec W 1025 dst ave G687.09m flowsisec O 1433 dst ave 41 44 flowsisec 0O 1434 dst ave
10458 flowsisec O 2535 dst ave 22.81m flowsisec W 2745 dst ave 35.08m flows/sec W 3127 dst ave
958 26m flows/sec W 5554 dst ave E64 08m flowsisec W 6129 dst ave 937 67m flowsisec O 9898 dst ave
GE66.48m flowsisec
SOURCE PORT(S):
O 135 src ave -23.59m flowsisec W 137 =rc ave -2358.45m flows/zec O 139 =rc ave -61.12m flows/sec
W 445 src ave -4.31 flows/sec W 1025 src ave -406 48m flows/sec O 1433 src ave -75.83m flowsisec
0O 1434 src ave -41.30m flowsisec @ 2535 src ave -31.37m flowsisec W 2745 src ave -26.07m flowsisec
W 3127 src ave -29.50m flowsisec W 5554 src ave -6.07m flowslsec W 6129 src ave -5.04m flows/sec

O 9898 src ave -1.13 flowslzec
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* Forgalom valtozas

— Felkerulés a naponta keszulo listakra
- Scriptek a szervezeti egységek forgalmanak

[ y 4 V4 _
fl g ye I eS e re . File Edit ¥Wiew Go Bookmarks Tools Window Help

. @) @ &I | [ hiv rmiter2005-12-10/smtp.fram bme.2.f bt ] [Cusearcn] <=5 HI
N P [Name Flows |[Octets Packets/[Whois &
1 [152.66. == |«—=me™.bme.hu 509299 60050749 983908 Whois =
2 ||152.66 0N el bme.hu 53786 (20681339 (110104 Whois
3 |[152.66. 0 |[meswai®™.bme.hu 30851 (152564072(247152 Whois
4 (152.66. TR iEE———bme.hu 25246 |114649633|256435 Whois
5 [|152.66. 22| == . bme.hu 21715 (11584131 (133237 Whois
& |(|152.66. 207100 || pEEile. b me . hu 12398 |12648363 (137034 Whois
7 ||152.66.281 = ||lm==m=—bme.hu 9941 9105545 (37129 |Whois
8 |152.66.1 . |m. bme.hu 9736 60104714 (78540 |[Whois
9 152668520 EEEmlsEETL bme . hu 8148 (23680621 (72127 [Whois
10 |[152.66. T |[m=s=ume.bme.hu 7568 13383839 (20034 |Whois
11 [152.66.07 7= "1 .bms.hu 7306 [77626933 (112530 Whois
12 |[152 e || memmrress hme. hu 7196 52274404 (98560 |[Whois

1113 |[152.66. el |(ljp==SEs bme. hu 7017 (37389092 39342 [Whois
14 |152.66. 8 | ombme.hu 5450 (18260066 [(67290 [Whois

| [t5 [152.66. 1 —A|m=—=bme.hu 5689 [BBGE4A753 30820 |(Whois
16 |152.668.20000 |mmiibme.hu A507 15707441 (26292 |Whois
17 07 ||Hissbme.hu 4253 429700 5966 Whois
18 mrbme.hu 4088 (15180269 (26029 |[Whois
19 [ bme . hu 2634 (9170866 (17849 |[Whois
20 " bme . hu 2526 |LO795082 (33089 |[Whois
21 T bme . hu 2482 (5008717 (27766 |Whois
22 [pEE==n.bme.hu 2443 6243032 (136832 |[Whois
23 |152.66. Y |limss==mrmnbme.hu 2236 (8948371 34307 |Whois
24 |152.668.Z2070 0 |lwi==="bme.hu 2148 |14891996 (19060 [Whois
25 (152.66.0 L5 me bme.hu 2032 1428820 |5803 Whois
26 |152.66.40 |Bmssiiibme.hu 1898 |7292647 (13199 (Whois
27 ||152.66. I |ditsmsssssmmmiii bme.hu 1444 572174 10125 [Whois
28 [|152.66. NI s bme.hu 1418 |7077406 |15082 |Whois
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* Grafikonok alapjan

BME_top_ports flows/sec Mon Nov 21 11:30:00 CET 2005 -- Wed Nov 23 11:30:00 CET 2005

b

20k T
13k
16k
14k
12k

10k
0.8 k
0.6 k
0.4k
0.2k

0.0

flows/sec

0.2k §
0.4k
0.6 k
0.8k
1.0k
1.2k
1.4k

1.6 k

L | | | | |
12:00 00:00 06:00 12:00 18:00 06:00

W BME dst max 1.52k flowslsec W BME src max -1.33k flowsisec
@ BME dst ave 1.03k flowsisec @ BEME src ave -917 890 flowsisec
DESTIMATION :

W virus dst ave 7000 flowslsec W lehetp2p dst ave 112.72 flowsisec O fip cst ave 8.44 flows/sec W irc dst ave
343 flows/sec W dns dst ave 8069 flowslsec O cs dst ave 16.38 flowslsec O smtp dst ave 8.05 flowsisec
@ http cst ave 169 58 flowsisec M ssh dst ave 2007 flowsisec W null dst ave 13.04 flowsisec

SOURCE :

W virus src ave -2.93 flowsisec W lehetp2p src ave -120.03 flows/sec O ftp src ave -7.22 flowsisec W irc src ave
-3.54 flows/sec W dns src ave -77.83 flows/sec O cs src ave -15.99 flowsisec O smtp src ave -9.80 flows/sec
@ http src ave  -157.30 flowsisec M sshsrcave  -2016 flowsisec @ nullsrcave -1050 flowslsec
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* Portok alapjan (tavoli gepeken is at kene allitani
a portszamokat, virus, sshscan)

* Csomagmeéretek, flow méretek (FTP szerverek)

* Tobb IP kozotti viszony felterképezese(kicsi a
vilag)

» Kozponti géepek/keresok alapjan

(Ezek alapjan nem szlrunk.)
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