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Elozmények

* Postfix per user uce patch: 1999-2002
* postfilter 1.x: 2003-2004
* postfilter 2.x: 2005-
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Postfilter rendszer felepitese

* Komponensek:

— Postfix SMTP szerver a postfilterd policy daemonnal
— HTTP szerver a CGI script-ekkel

— SQL adatbazis szerver

— naplozo szerver

— adminisztrativ szerver (pfadm)

* Minden egy szerveren vs teljes disztributivitas
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P¢lda




postfilterd

* Teljes ertekll policy daemon Postfix-hez:

— szintaktikal €és DNS ellenOrzések
— RBL, RHSBL listak
— whitelist, blacklist, greylist. DHA

— captcha kihivas (completely automated public Turing
test to tell computers and humans apart)

- egyeni kivetellistak
— egyeni szluresi feltetelek

* standalone — nem a master.cf-en keresztil indul
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Postfilterd integralasa Postfix-be

smtpd recipient restrictions =
reject non fgdn sender,
reject non fqgdn recipient,
reject unknown sender domain,
reject unknown recipient domain,
check policy service inet:127.0.0.1:10255,
permit mynetworks,
reject unauth destination
smtpd end of data restrictions =

check policy service inet:127.0.0.1:10255 7



CGI script-ek

* postfilter.cgi

— felhasznaloi feliilet az egyéni beallitasok
modositasahoz

- jelszoval vedett, https folott
* captcha.cgi

— captcha feladat teljesitéséhez
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SQL szerver

* Jelenleg csak mySQL tamogatott
— Egyszeru portalhatosag mas adatbaziskezelore

* “read-only” ¢s “read-write” tablazatok postfilterd
szempontjabol:

— rw: greylist, captcha, automatikus black/whitelistak

— ro: user, user whitelist, nem automatikus listak

* “read-only” tablak replikalhatok az SMTP
szerverekre
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Naplozas

* mySQL tablaba
* report script

— 0sszesito a kiszurt levelekrol a felhasznaloknak

— statisztika az adminisztratoroknak
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Adminisztrativ szerver 1.

Konfiguracié harom részben

root.conf

— minden szerveren ott kell lenni

— mimimalis beallitdsok az SQL szerverekrol
schema.conf

— minden szerveren ott kell lenni

— integralas 1¢tez0 SQL alapu autentikacios
rendszerekbe, beagyazott tablanevek feltilbiralasa,
jelszo-titkositas

root.conf, schema.cont: kéz1 frissités
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Adminisztrativ szerver I1.

e main.conft

— 0sszes komponens minden beallitasi paramétere, ~250
— Postfix main.cf-hez hasonlo szintaxis

— Perl-re forditott ¢s adatbazisban tarolt

* pfadm script
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Postfilter szurési1 beallitasai

* TObb réteg a maximalis rugalmassag érdekében

— Elemui szurési feltételek és Postfix-szintu szurési
itéletek

— Szlirés1 policy-k
— Szuresi osztalyok

* Sajat E-mail cimek: user tabla
— PUBLIC ¢s HIDDEN

— REAL és VIRTUAL
— STANDALONE ¢és SLAVE
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Posttix-szintu szuresi itéletek

* permit [opcionalis szoveg]

* dunno [opcionalis szoveg]

* [45]nn [opcionalis szoveg]
* discard [opcionalis szoveg]
* hold [opcionalis szoveg]

* prepend szoveg
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Makro6 tamogatas

* $sender, $recipient

* $client, $Sclient name, $client address

* $helo name

* $rbl domain, $txt record

* Slookup type, $lookup subject, $lookup what
* Scaptcha url

e $date
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Szuresi policy-k

* Elemi szurési feltételek és itéletek:
policy név = feltétel [,feltétel ...] [1itélet]

* AND kapcsolat az elemi feltételek negativ itéletei
kozott

e Catch-all itéletek: daemon template *
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Szuresi osztalyok

* Szlirési policy-kbdl

class név = policy [,policy ...]

* OR kapcsolat a policy-k eredmenye kozott
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postfilterd kiindulasi pontok

* daemon default recipient class = class, ...

— quota: levelek szama ¢s cimzettek szama

* daecmon default end of data class = class, ...

— quota: levelek mérete — elvileg
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Elemi szurési feltetelek

¢ <type>:<subject>[:arguments]
— argumentum: kulcsszo=¢értek

* Harom visszateéresi ertek
- reject: negativ talalat
— permit: pozitiv talalat

— dunno: nincs talalat
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Elemi szuréesi feltetelek 1.

* lookup:<subject>:table=tablename

‘match=<value>:nomatch=<value>

— client, client name, client address, helo name,
sender, recipient

— SQL mintak tarolhatok

e %.domain.com
* 10.%

* blacklist:<subject>:table=tablename

* whitelist:<subject>:table=tablename
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Elemi szurési feltetelek I1.

* rbl:client add

TCSS

‘domain=rl

hl.domain.name

:query match=d.d.d.d]

:match=<value>][:nomatch=<value>]

* rhsbl:client name|sender domain

:domain=rhsbl.domain.name
:query match=d.d.d.d]

:match=<value>][:nomatch=<value>]
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Elemi szuresi feltételek I11.

* unknown:client namelhelo name|sender|recipient
:match=<value>][:nomatch=<value>]
:nohide]
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Elemi szuresi feltetelek I'V.

* mnvalid:helo name

[:match=<value>][:nomatch=<value>]

* non fgdn:helo name

* autl

:match=<value>][:nomatch=<value>]

nenticated:sasl

:match=<value>][:nomatch=<value>]|

* captcha:sender
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Elemi szurési feltételek V.

* update:<subject>:table=tablename
:netblock4=8*n][netblock6=4*n]

type=user list][:match=<value>]

— client name, client address, helo name, sender,
recipient, sender domain, recipient domain

— automatikus tiltolistara helyezés:
update:client address:table=blacklist:netblock4=24

— automatikus kivétellistara helyezés:

update:recipient:table=user whitelist:type=user list
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Elemi szureési feltetelek VI.

* greylist:client:delay=secs|:train][:whitelist=num)]

— greylist €s greylist white tablak
greylist:client:delay=5*60
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Elemi szurési feltetelek VII.

* throttle:<subject>:count max=number
rcpt max=number:quota max=number
:time period=number

:match=<value>][:nomatch=<value>]

:noinsert]
— sender, client address, client name, client,
sasl username

throttle:sender:count max=10:rcpt max=10

:time period=10*60
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Elemi szurési feltetelek VIII.

* counter:client address:table=tablename

:limit=number:time period=number

:netblock4=8%*n]

netblock6=4%n]

match=<value>]

[:nomatch=<va

ue>|

counter:client_address:table=dha
:limit=4:time period=2*60
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Elemi szuresi feltetelek IX.

* counter:client address:table=tablename
limit=number:check
:netblock4=8*n][netblock6=4%*n]

:match=<value>][:nomatch=<value>]

counter:client_address:table=dha

:1limit=4:check
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Elemi szurési feltételek X.

* regexp:<subject>:pattern=regexp|:not=regexp]
[:match=<value>|[:nomatch=<value>]

— client, client name, client address, helo name,
sender, recipient

regexp:client address
:pattern=/"192\.168\./
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Elemi szureési feltetelek XI.

* filter:recipient|sender:table=user

:enable=policyname]

:default=<value>][:nohide]

:disal

ble=policyname]

filter:recipient:table=user

: enable=auto_whitelist cdefault=dunno

e user tablaban

2007.04.25

— class name

— policy nameO[,policy namel...]
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Elemi szurési feltetelek XII.

* user list:recipient:table=tablename

:lookup=sender]| :type=blacklist]

[:match=<va

ue>|[:nomatch=<value>]

user list:recipient

:table=use:;whitelist

: lookup=sender

2007.04.25

[PSZILON postfilter

31



Elemi szuresi feltételek XIII.

* Pszeudo szlirés feltételek:
— and group:begin[:default=<value>]
and group:end
— or_group:begin[:default=<value>]

or group:end

Oor group:begin
authenticated:sasl:match=reject:nomatch=dunno
regexp:client address:pattern=/"192\.168\.0\./

or group:end
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Pe¢ldak policy definiciokra 1.

e Ervénytelen EHLO/HELO név ellendrzés

policy invalid helo =
invalid:helo

501 [{$helo name}]: EHLO/HELO name rejected

* Spamtrap-ba gyijtott kliensek leveleinek
eldobasa

policy spamtrap =
blacklist:client:table=spamtrap
discard Client caught by spamtrap
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Pe¢ldak policy definiciokra I1.

* Greylisting automatikus feherlistaval
policy greylist =
lookup:client address:table=greylist white

:match=dunno:nomatch=reject
greylist:client:delay=4:whitelist=3

401 Service 1s unavaillable, try again later.
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Policy ¢s class a felhasznalok felé

* novice user: class
— cgl novice classes
— full, expert, slave

* expert users: policy
— cgl_expert policies

* mark tamogatas:
— cg1_expert policies without mark
— daemon mark template =

2007.04.25 X-Postfilter: SBAM marked by {$lookup class} s



Felhasznalo1 feluletek

* postfilter.cgi
* captcha.cgi
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pfadm

e admin interfész

— pfadm help [command]

— pfadm listladd|deljmod|searchlupload|cleanup
<object> <args>

— object: user, cookie, greylist, captcha, throttle
— object: user list, lookup
— [Pv4/IPv6 netblock konverzio
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Integralas mas rendszerekkel
SASL (SMTP Auth) I.

 Postfix master.cf:

# submission port
hostname:587 inet n — n - - smtpd
-0 smtpd use tls=yes
-0 smtpd sasl auth enable=yes

-0 smtpd tls auth only=yes
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Integralas mas rendszerekkel:
SASL (SMTP Auth) II.

* SASL: /usr/lib/sasl2/smtpd.conf

#

pwcheck method: auxprop

auxprop plugin: sql

mech list: plain login

sql engine: mysql

sql hostnames |user |passwd|database:

sgl statement: select passwd from user where

_address = '%ul@%r' and passwd != ''
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Integralas mas rendszerekkel:
PAM (OpenVPN)

e server.conf:
# pwfile PAM module

plugin /usr/lib/openvpn-auth-pam.so openvpn

* PAM.: /etc/pam.d/openvpn

auth required pam mysqgl.so user=foo passwd=foo
host=sglhost db=postfilter table=user
usercolumn=user. address
passwdcolumn=user. passwd crypt=0
[where user. passwd != '']

account required pam permit.so 40



Integralas mas rendszerekkel:
FreeRADIUS 1.

* radiusd.conf:

modules {

SINCLUDE ${confdir}/sqgl.conf

authorize {

sqgl

session {

sqgl
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Integralas mas rendszerekkel:
FreeRADIUS II.

* sql.contf:

sgl {
driver |server|login|password| = ...
radius_db = “postfilter”
authcheck table = “user”
authreply table = “user”
groupcheck table = “user”
groupreply table = “user”

usergroup table = “user”
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Integralas mas rendszerekkel:
FreeRADIUS III.

sgl user name = “%{User-Name}"”
authorize check query = “SELECT userid, \
_address, 'Password', passwd, '==' \

FROM ${authcheck table} \
WHERE address = '${SQL-User-Name}' \
and passwd != '' \

ORDER BY userid”
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Integralas mas rendszerekkel:
FreeRADIUS 1V.

authorize reply query = “SELECT userid, \
_address, 'foo', 'foo', '==' \

FROM ${authreply table} \
WHERE address = ' never match'”

authorize group check query =

authorize group reply query
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Integralas mas rendszerekkel:
Spamassassin

e doc/SPAMASSASSIN
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[etoltési cim

http://www .kiki.hu/cnc/projekt/postiilter

2007.04.25 IPSZILON postfilter

46


http://www.kfki.hu/cnc/projekt/postfilter

